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Chapter 1. Overview of the agent

The IBM Tivoli Monitoring for Virtual Environments Agent for Citrix XenApp (product code XA)
provides you with the capability to monitor Citrix XenApp. You can also use the agent to take basic
actions with the Citrix XenApp.

IBM® Tivoli® Monitoring is the base software for the XenApp agent.

IBM Tivoli Monitoring

IBM Tivoli Monitoring provides a way to monitor the availability and performance of all the systems in
your enterprise from one or several designated workstations. It also provides useful historical data that
you can use to track trends and to troubleshoot system problems.

You can use IBM Tivoli Monitoring to achieve the following tasks:

* Monitor for alerts on the systems that you are managing by using predefined situations or custom
situations.

¢ Establish your own performance thresholds.
* Trace the causes leading to an alert.
* Gather comprehensive data about system conditions.

* Use policies to take actions, schedule work, and automate manual tasks.

The Tivoli Enterprise Portal is the interface for IBM Tivoli Monitoring products. You can use the
consolidated view of your environment as seen in the Tivoli Enterprise Portal to monitor and resolve
performance issues throughout the enterprise.

See the IBM Tivoli Monitoring publications that are listed in ['Prerequisite publications” on page 475 for
complete information about IBM Tivoli Monitoring and the Tivoli Enterprise Portal.

Functions of the monitoring agent

Monitoring of Citrix XenApp environments.

New in this release

For version 7.2 of the XenApp agent, the following enhancements were made since version 7.1:

* Added both integrated and stand-alone support for the IBM Prerequisite Scanner. The IBM Prerequisite
Scanner is a prerequisite checking tool that analyzes system environments before the installation or
upgrade of a Tivoli product or IBM solution.

* The self-describing agent capability is enabled. For more information, see |Chapter 2, “Agent installationl

fand configuration,” on page 5|

e A Tivoli Common Reporting version 3.1 reports package for Citrix XenApp is supported. For more
information, see [Chapter 8, “Tivoli Common Reporting for the Citrix XenApp agent,” on page 361)

* Support for Citrix XenApp version 5.

* Citrix XenApp remote farm monitoring support for XenApp 6.0 and XenApp 6.5. For more
information, see ["Remote Farm Monitoring Setup” on page 10|

¢ Citrix License Server is supported.

+ Updated kxa.baroc file to support IBM Tivoli Enterprise Console® event mapping changes.

© Copyright IBM Corp. 2010, 2013



Components of the IBM Tivoli Monitoring environment

After you install and set up the XenApp agent, you have an environment that contains the client, server,
and monitoring agent implementation for Tivoli Monitoring.

This Tivoli Monitoring environment contains the following components:

Tivoli Enterprise Portal client
The portal has a user interface based on Java" for viewing and monitoring your enterprise.

Tivoli Enterprise Portal Server
The portal server is placed between the client and the Tivoli Enterprise Monitoring Server and
enables retrieval, manipulation, and analysis of data from the monitoring agents. The Tivoli
Enterprise Portal Server is the central repository for all user data.

Tivoli Enterprise Monitoring Server
The monitoring server acts as a collection and control point for alerts received from the
monitoring agents, and collects their performance and availability data. The Tivoli Enterprise
Monitoring Server is also a repository for historical data.

Tivoli Enterprise Monitoring Agent, XenApp agent
This monitoring agent collects data and distributes the data to the Tivoli Enterprise Monitoring
Server, Tivoli Enterprise Portal Server, Tivoli Enterprise Portal, Tivoli Data Warehouse, and IBM
Dashboard Application Services Hub.

IBM Tivoli Netcool/OMNIbus
Tivoli Netcool/OMNIbus is an optional component and the recommended event management
component. The Netcool/OMNIbus software is a service level management (SLM) system that
delivers real-time, centralized monitoring of complex networks and IT domain events. Event
information is tracked in a high-performance, in-memory database and presented to specific users
through individually configurable filters and views. The software includes automation functions
that you can use to perform intelligent processing on managed events. You can use this software
to forward events for Tivoli Monitoring situations to Tivoli Netcool/OMNIbus.

IBM Tivoli Enterprise Console
The Tivoli Enterprise Console is an optional component that acts as a central collection point for
events from various sources, including events from other Tivoli software applications, Tivoli
partner applications, custom applications, network management platforms, and relational
database systems. You can view these events through the Tivoli Enterprise Portal (by using the
event viewer), and you can forward events from Tivoli Monitoring situations to the Tivoli
Enterprise Console component. If you do not already use Tivoli Enterprise Console and need an
event management component, you can choose to use IBM Tivoli Netcool/OMNIbus.

IBM Tivoli Common Reporting
Tivoli Common Reporting is a separately installable feature available to users of Tivoli software
that provides a consistent approach to generating and customizing reports. Some individual
products provide reports that are designed for use with Tivoli Common Reporting and have a
consistent look and feel.

IBM Tivoli Application Dependency Discovery Manager (TADDM)
TADDM delivers automated discovery and configuration tracking capabilities to build application
maps that provide real-time visibility into application complexity.

IBM Tivoli Business Service Manager
The Tivoli Business Service Manager component delivers real-time information to help you
respond to alerts effectively based on business requirements. Optionally, you can use this
component to meet service-level agreements (SLAs). Use the Tivoli Business Service Manager
tools to help build a service model that you can integrate with Tivoli Netcool/OMNIbus alerts or
optionally integrate with data from an SQL data source. Optional components provide access to
data from other IBM Tivoli applications such as Tivoli Monitoring and TADDM.
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IBM Dashboard Application Services Hub
The Dashboard Application Services Hub has a core set of components that provide such
administrative essentials as network security and database management. This component replaces
the Tivoli Integrated Portal component after version 2.2.

Agent Management Services

You can use IBM Tivoli Monitoring Agent Management Services to manage the XenApp agent.

Agent Management Services is available for the following IBM Tivoli Monitoring OS agents: Windows,
Linux, and UNIX. The services are designed to keep the XenApp agent available, and to provide
information about the status of the product to the Tivoli Enterprise Portal. IBM Tivoli Monitoring V6.2.2,
Fix Pack 2 or later provides support for Agent Management Services. For more information about Agent
Management Services, see Agent Management Services in the IBM Tivoli Monitoring Administrator’s Guide.

User interface options

Installation of the base IBM Tivoli Monitoring software and other integrated applications provides
various interfaces that you can use to work with your resources and data.

The following interfaces are available:

Tivoli Enterprise Portal user interface
You can run the Tivoli Enterprise Portal as a desktop application or a browser application. The
client interface is a graphical user interface (GUI) based on Java on a Windows or Linux
workstation. The browser application is automatically installed with the Tivoli Enterprise Portal
Server. The desktop application is installed by using the Tivoli Monitoring installation media or
with a Java Web Start application. To start the Tivoli Enterprise Portal browser client in your
Internet browser, enter the URL for a specific Tivoli Enterprise Portal browser client installed on
your Web server.

Command-line interface
You can use Tivoli Monitoring commands to manage the Tivoli Monitoring components and their
configuration. You can also run commands at the Tivoli Enterprise Console event server or the
Tivoli Netcool/OMNIbus ObjectServer to configure event synchronization for enterprise
situations.

Manage Tivoli Enterprise Monitoring Services window
You can use the window for the Manage Tivoli Enterprise Monitoring Services utility to configure
the agent and start Tivoli services not designated to start automatically.

IBM Tivoli Netcool/OMNIbus event list
You can use the Netcool/OMNIbus event list to monitor and manage events. An event is created
when the Netcool/OMNIbus ObjectServer receives an event, alert, message, or data item. Each
event is made up of columns (or fields) of information that are displayed in a row in the
ObjectServer alerts.status table. The Tivoli Netcool/OMNIbus web GUI is also a web-based
application that processes network events from one or more data sources and presents the event
data in various graphical formats.

IBM Tivoli Enterprise Console
You can use the Tivoli Enterprise Console to help ensure the optimal availability of an IT service
for an organization. The Tivoli Enterprise Console is an event management application that
integrates system, network, database, and application management. If you do not already use
Tivoli Enterprise Console and need an event management component, you can choose to use
Tivoli Netcool/OMNIbus.

IBM Tivoli Common Reporting
Use the Tivoli Common Reporting web user interface for specifying report parameters and other
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report properties, generating formatted reports, scheduling reports, and viewing reports. This
user interface is based on the Dashboard Application Services Hub.

IBM Tivoli Application Dependency Discovery Manager
The Discovery Management Console is the TADDM client user interface for managing
discoveries.

IBM Tivoli Business Service Manager
The Tivoli Business Service Manager console provides a graphical user interface that you can use
to logically link services and business requirements within the service model. The service model
provides an operator with a second-by-second view of how an enterprise is performing at any
moment in time or how the enterprise performed over a time period.

IBM Dashboard Application Services Hub
The Dashboard Application Services Hub provides an administrative console for applications that
use this framework. It is a web-based console that provides common task navigation for
products, aggregation of data from multiple products into a single view, and the passing of
messages between views from different products. This interface replaces the Tivoli Integrated
Portal component after version 2.2.

Data sources

Monitoring agents collect data from specific data sources.

The XenApp agent collects data from the following sources:

Log files
The agent uses the file system to monitor application log files or other data files to gather
metrics.
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Chapter 2. Agent installation and configuration

Agent installation and configuration requires the use of the IBM Tivoli Monitoring Installation and Setup
Guide and agent-specific installation and configuration information.

To install and configure the XenApp agent, use the Installing monitoring agents procedures in the IBM
Tivoli Monitoring Installation and Setup Guide.

If you are installing silently by using a response file, see Performing a silent installation of IBM Tivoli
Monitoring in the IBM Tivoli Monitoring Installation and Setup Guide.

With the self-describing agent capability, new or updated IBM Tivoli Monitoring agents using IBM Tivoli
Monitoring V6.2.3 or later can become operational after installation without having to perform additional
product support installation steps. To take advantage of this capability, see Enabling self-describing agent
capability at the hub monitoring server in the IBM Tivoli Monitoring Installation and Setup Guide. Also, see
Self-describing monitoring agents in the IBM Tivoli Monitoring Administrator’s Guide.

Requirements

Before installing and configuring the agent, make sure your environment meets the requirements for the
IBM Tivoli Monitoring for Virtual Environments Agent for Citrix XenApp.

For information about system requirements, see the [Software product compatibility reports|
(http:/ /publib.boulder.ibm.com/infocenter /prodguid /v1r0/clarity /index.html). Search for the Tivoli
Monitoring for Virtual Environments product.

Language pack installation

The steps for installing language packs depend on which operating system and mode of installation you
are using.

To install a language pack for the agent support files on the Tivoli Enterprise Monitoring Server, the
Tivoli Enterprise Monitoring Agent, and the Tivoli Enterprise Portal Server, make sure that you installed
the product in the English language. Then use the steps for the operating system or mode of installation
you are using:

* ["Installing language packs on Windows systems”]

* [“Installing language packs on UNIX or Linux systems” on page 6|

* [‘Silent installation of language packs on Windows, UNIX, or Linux systems” on page 6

Installing language packs on Windows systems

You can install the language packs on a Windows system.
Before you begin
First, make sure that you installed the product in the English language.

Procedure
1. On the language pack CD, double-click the Tpinstaller.bat file to start the installation program.
2. Select the language of the installer and click OK.
3. In the Introduction panel, click Next

© Copyright IBM Corp. 2010, 2013 5
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4. Click Add/Update and click Next.

5. Select the folder where the National Language Support package (NLSPackage) files are located.
Typically, the NLSPackage files are located in the n1spackage folder where the installer executable
file is located.

6. Select the language support for the agent of your choice and click Next. To make multiple selections,
press Ctrl and select the language that you want.

7. Select the languages that you want to install and click Next.
8. Examine the installation summary page and click Next to begin installation.
9. After installation completes, click Finish to exit the installer.

10. Restart the Tivoli Enterprise Portal, Tivoli Enterprise Portal Server, and Eclipse Help Server if any of
these components are installed.

Installing language packs on UNIX or Linux systems
You can install the language packs on a UNIX or Linux system.

Before you begin
First, make sure that you installed the product in the English language.

Procedure

1. Enter the mkdir command to create a temporary directory on the computer, for example, mkdir
dir_name. Make sure that the full path of the directory does not contain any spaces.

2. Mount the language pack CD to the temporary directory that you created.

3. Enter the following command to start the installation program: cd dir_name Tpinstaller.sh -c
install_dir where install_dir is where you installed IBM Tivoli Monitoring. Typically, the directory
name is /opt/IBM/ITM for UNIX and Linux systems.

Select the language of the installer and click OK.

In the Introduction panel, click Next.

Click Add/Update and click Next.

Select the folder where the National Language Support package (NLSPackage) files are located.

Typically, the NLSPackage files are located in the n1spackage folder where the installer executable file
is located.

N o o s

8. Select the language support for the agent of your choice and click Next. To make multiple selections,
press Ctrl and select the language that you want.

9. Select the languages that you want to install and click Next.
10. Examine the installation summary page and click Next to begin installation.
11. After installation completes, click Finish to exit the installer.

12. Restart the Tivoli Enterprise Portal, Tivoli Enterprise Portal Server, and Eclipse Help Server if any of
these components are installed.

Silent installation of language packs on Windows, UNIX, or Linux
systems

You can use the silent-mode installation method to install the language packs. In silent mode, the
installation process obtains the installation settings from a predefined response file. It does not prompt
you for any information.

Before you begin

First, make sure that you installed the product in the English language.
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Procedure

1. Copy and paste the ITM_Agent_LP_silent.rsp response file template as shown in

2. Change the following parameter settings:

NLS_PACKAGE_FOLDER
Folder where the National Language Support package (NLSPackage) files are located.
Typically, the NLSPackage files are located in the n1spackage folder, for example:
NLS_PACKAGE_FOLDER = //tmp//LP//n1spackage.

PROD_SELECTION_PKG
Name of the language pack to install. Several product components can be included in one
language package. You might want to install only some of the available components in a
language pack.

BASE_AGENT_FOUND_PKG_LIST
Agent for which you are installing language support. This value is usually the same as
PROD_SELECTION_PKG.

LANG_SELECTION_LIST
Language you want to install.

3. Enter the command to install the language pack with a response file (silent installation):
* For Windows systems:
Ipinstaller.bat -f path_to response file
¢ For UNIX or Linux systems:
Ipinstaller.sh -c candle_home -f path_to_response_file

where candle_home is the IBM Tivoli Monitoring base directory.

Response file example

# IBM Tivoli Monitoring Agent Language Pack Silent Installation Operation
#

#This is a sample response file for silent installation mode for the IBM Tivoli
#Monitoring Common Language Pack Installer.

#.

#This file uses the IBM Tivoli Monitoring Common Agent Language Pack with the
#install package as an example.

#Note:

#This response file is for the INSTALLATION of Tanguage packs only.

#This file does not support UNINSTALLATION of Tanguage packs in silent mode.

#To successfully complete a silent installation of the the example of Common Agent
#localization pack, complete the following steps:

#

#1.Copy ITM_Agent LP_silent.rsp to the directory where Tpinstaller.bat or
#1pinstaller.sh is located (IBM Tivoli Monitoring Agent Language Pack build
#location).

#

#2.Modify the response file so that it is customized correctly and completely for
#your site.

# Complete all of the following steps in the response file.

#

#3.After customizing the response file, invoke the silent installation using the
#following command:

#For Windows:

# Ipinstaller.bat -f <path_to_response_file>

#For UNIX and Linux:

# Ipinstaller.sh -c <candle_home> -f <path_to_response_file>
#Note:<candle_home> is the IBM Tivoli Monitoring base directory.
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#NLS Package Folder, where the NLS Packages exist.

#For Windows:

# Use the backslash-backslash(\\) as a file separator (for example,
#C:\\zosgmv\\LCD7-3583-01\\n1spackage) .

#For UNIX and Linux:

# Use the slash-slash (//) as a file separator (for example,
#//installtivoli//1psilenttest//nlspackage).

#NLS_PACKAGE_FOLDER=C:\\zosgmv\\LCD7-3583-01\\nlspackage
NLS_PACKAGE_FOLDER=//tmp//LP//n1spackage

#List the packages to process; both variables are required.
#Each variable requires that full paths are specified.
#Separate multiple entries with a semicolon (;).

#For Windows:

# Use the backslash-backslash(\\) as a file separator.

#For Unix and Linux:

# Use the slash-slash (//) as a file separator.

e e e e e e e e

#PROD_SELECTION_PKG=C:\\zosgmv\\LCD7-3583-01\\nlspackage\\KIP_NLS.n1spkg
#BASE_AGENT_FOUND_PKG_LIST=C:\\zosgmv\\LCD7-3583-01\\nlspackage\\KIP_NLS.nTspkg
PROD_SELECTION_PKG=//tmp//LP//nl1spackage//kex_nls.nlspkg;//tmp//LP//n1spackage//
kog_nls.nlspkg
BASE_AGENT_FOUND_PKG_LIST=//tmp//LP//n1spackage//kex_nls.n1spkg;//
tmp//LP//n1spackage//koq_nls.nlspkg

#List the languages to process.
#Separate multiple entries with semicolons.

LANG_SELECTION_LIST=pt_BR;fr;de;it;jaskos;zh_CN;es;zh_TW

Agent-specific installation and configuration

In addition to the installation and configuration information in the IBM Tivoli Monitoring Installation and
Setup Guide, use this agent-specific installation and configuration information to install the XenApp agent.

The Citrix XenApp agent is a single-instance agent. For local server monitoring, an agent instance must
be installed locally on each XenApp Server that you want to monitor. For remote farm monitoring, an
agent instance must be installed on a server that is set up to monitor the farm. Citrix XenApp versions
5.0, 6.0, and 6.5 are supported for license levels: Enterprise, and Platinum. Citrix XenApp Advanced
license level is not supported.

Restriction: Silent configuration is not supported for the Citrix XenApp agent.

Configuration values

For both local and remote configuration, you provide the configuration values for the agent to operate.
When you are configuring an agent, a panel is displayed so you can enter each value. When a default
value exists, this value is pre-entered into the field. If a field represents a password, two entry fields are
displayed. You must enter the same value in each field. The values you type are not displayed to help
maintain the security of these values.

The configuration for this agent is organized into the following groups:
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Default Credentials (DEFAULT_CREDENTIALS)
Credentials used as defaults for all remote XenApp farm connections. This is required only when
monitoring a remote XenApp farm.

The configuration elements defined in this group are always present in the agent's configuration.
This group defines information that applies to the entire agent.

Domain\Username (KXA_DOMAIN_USERNAME)
The domain\username used to log on to the remote XenApp servers. This is required
only when monitoring a remote XenApp farm. Example: mydomain\xenadmin

The type is string.
This value is optional.
Default value: None

Password (KXA_PASSWORD)
The password used to log on to XenApp servers. This is required only when monitoring
a remote XenApp farm.

The type is password.
This value is optional.
Default value: None
Note: Installing the XenApp agent with the Tivoli Enterprise Monitoring Agent Framework at

6.2.3 or higher, causes the hidden configuration variable, Required for Remote Config to become
visible. Continue with the configuration without changing the value of this variable.

Remote installation and configuration

You can install the monitoring agent remotely from the Tivoli Enterprise Portal or from the command
line.

When installing the agent remotely, you must provide the configuration values for the agent to operate.
See |“Configuration values” on page 8

To install from the portal, see the IBM Tivoli Monitoring Installation and Setup Guide.

To remotely install or configure an agent through the Tivoli Enterprise Portal, you must have installed the
application support for that agent (Tivoli Enterprise Monitoring Server, Tivoli Enterprise Portal Server,
and Tivoli Enterprise Portal). You must also have installed the agent bundle into the Remote Deploy
Depot.

For information about displaying the configuration options that are available to use with the
configureSystem or addSystem commands see "tacmd describeSystemType" in the IBM Tivoli Monitoring
Command Reference.

If you are using the command line, the following command is an example of remote installation and
configuration for Windows operating systems:

tacmd addSystem -n Primary:Server name:NT -t xa

-p DEFAULT_CREDENTIALS.KXA DOMAIN_USERNAME="domain\username"
DEFAULT_CREDENTIALS.KXA PASSWORD="value"
XENAPP_HOSTS_CONNECTIONS:Server_name .REQUIRED _FOR_REMOTE_CONFIG="true"
XENAPP_HOSTS_CONNECTIONS.Server_name .REQUIRED_FOR_REMOTE_CONFIG="true"
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Running the Citrix XenApp agent as a non-default user (Local Server
Monitoring)

If the Citrix XenApp agent is set up to run under a user account other than the localsystem account, that
user account must have the following permissions:

Procedure

1. Within the Citrix XenApp agent, the user must be added as a XenApp Administrator with View-Only
or Full permission.

Note: In a Citrix XenApp 6.5 environment, you must add this user as a XenApp Administrator with
Full permissions only.

2. The user must have permission to view and run all of the files within the C:\Program Files
(x86)\Citrix\HealthMon\Tests\Citrix folder.

3. The user must be granted Logon As Service permission in either the Domain or Local Security
Policy within Windows.

Remote Farm Monitoring Setup

Configuration for remote farm monitoring.
About this task
The following configuration is required for remote farm monitoring.

Procedure

1. Enable Windows PowerShell remoting on the XenApp servers that are to be monitored. From
Windows PowerShell, with Administrative privileges run:

Enable-PSRemoting
2. Configure a domain user in the agent configuration panel.

3. Add the domain user from the previous step to Windows local Administrator's group on the XenApp
servers that are to be monitored.

4. Add the domain user to the Citrix Administrator's group with View-0nly or Full permission.

Note: In a Citrix XenApp 6.5 environment, you must add this user as a XenApp Administrator with
Full permissions only.

5. On XenApp 6.0, Install the Citrix XenApp PowerShell SDK.

Note: The Citrix XenApp PowerShell SDK is already installed by default on XenApp 6.5.

6. Set the Trusted hosts on the server with the agent. From Windows PowerShell, with Administrative
privileges run:

Set-Item WSMan:\localhost\Client\TrustedHosts xenapp servers -force -concatenate

or
Set-Item WSMan:\localhost\Client\TrustedHosts * -force -concatenate

In the first example command xenapp servers is the list of XenApp server host names that you want
to connect to. In the second example command, you use * instead to allow remote connections to all
hosts in your domain.

Importing the logical navigator

The Citrix XenApp agent uses a logical navigator to give visibility of metrics across multiple XenApp
pools.
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About this task

Complete this procedure to import the logical navigator.

From the command line, navigate to the Logical_Navigator directory in the root of the agent installation
media and install the logical navigator by using the following commands:

Procedure
1. tacmd importnavigator -x xenapp5 details_ Togicalnav.xml -s hostname -u userid -p password
where

* -s is the server host or the host name
e -uis the TEPS_USERID
* -p is the password

2. tacmd edituser -u TEPS_USERID -w TEPS PASSWORD -i TEPS USERID -p
NavigatorViews=physical,logical,XenApp5_Details where XenApp5_Details is the display name of
the logical navigator being imported.

Results

After running these commands, refresh the Tivoli Enterprise Portal Desktop or Tivoli Enterprise Portal
Browser to view the logical navigator window.

Chapter 2. Agent installation and configuration 11



12 IBM Tivoli Monitoring for Virtual Environments Agent for Citrix XenApp User's Guide



Chapter 3. Workspaces reference

A workspace is the working area of the Tivoli Enterprise Portal application window. The Navigator tree
contains a list of the workspaces provided by the agent.

About workspaces

Use the Navigator tree to select the workspace you want to see. As part of the application window, the
status bar shows the Tivoli Enterprise Portal Server name and port number to which the displayed
information applies and the ID of the current user.

When you select an item in the Navigator tree, a default workspace is displayed. When you right-click a
Navigator item, a menu that includes a Workspace item is displayed. The Workspace item contains a list
of workspaces for that Navigator item. Each workspace has at least one view. Some views have links to
other workspaces. You can also use the Workspace Gallery tool as described in the Tivoli Enterprise Portal
User’s Guide to open workspaces.

The workspaces in the Navigator are displayed in a Physical view that shows your enterprise as a
physical mapping or a dynamically populated logical view that is agent-specific. You can also create a
Logical view. The Physical view is the default view.

This monitoring agent provides predefined workspaces. You cannot modify or delete the predefined
workspaces, but you can create new workspaces by editing them and saving the changes with a different
name.

The IBM Tivoli Monitoring for Virtual Environments Agent for Citrix XenApp provides various default
workspaces. These workspaces are displayed in the Navigator tree under the following nodes and
subnodes for this monitoring agent:

Citrix XenApp
Corresponds to a Citrix XenApp instance and contains agent instance-level workspaces.

XenApp 5
Subnode Navigator Group for XenApp 5 Servers

XenApp 6
Subnode Navigator Group for XenApp 6 Servers

Citrix License Server
Subnode Navigator Group for Citrix License Server

XenApp Farm
Subnode Navigator Group for XenApp Farm

When a single instance of the monitoring agent is defined on a system, the top-level node is Citrix
XenApp - Instance:XA. The Citrix XenApp workspace is defined at this node.

Workspace views can be any combination of query-based views, event views, and special purpose views.
Additional information about workspaces

For more information about creating, customizing, and working with workspaces, see "Using workspaces"
in the Tivoli Enterprise Portal User’s Guide.
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For a list of the predefined workspaces for this monitoring agent and a description of each workspace,
see [Predefined workspaces|and the information about each individual workspace.

Some attribute groups for this monitoring agent might not be represented in the predefined workspaces
or views for this agent. For a full list of the attribute groups, see [‘Attribute groups for the monitoring]
|agent” on page 27.[

Predefined workspaces

The XenApp agent provides predefined workspaces, which are organized by Navigator item.

Agent-level navigator items
* Citrix XenApp Navigator item
— Citrix XenApp workspace
* Agent Status Navigator item
— Agent Status workspace
— XenApp Agent Output Log workspace

XenApp 5 (XA5) subnode
* XenApp 5 Navigator item
— XenApp 5 workspace
— Performance Object Enumeration workspace
* Applications 5 Navigator item
— Applications 5 workspace
* Licensing 5 Navigator item
- Licensing 5 workspace
* Performance 5 Navigator item
— Performance 5 workspace
* Server Overview 5 Navigator item
— Server Overview 5 workspace
* Services 5 Navigator item
— Services 5 workspace
* Sessions 5 Navigator item
— ICA Session Details for All Sessions workspace
— Processes workspace
— Sessions 5 workspace
* Users 5 Navigator item
— Users 5 workspace
* XA5 Event Log Navigator item
— XA5 Event Log workspace

XenApp 6 (XA6) subnode
* XenApp 6 Navigator item

— XenApp 6 workspace

— Performance Object Enumeration workspace
* Applications Navigator item

— Applications workspace

* Licensing Navigator item
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— Licensing workspace
Performance Navigator item

— Performance workspace
Server Overview Navigator item
— Server Overview workspace
Services Navigator item

— Services workspace

Sessions Navigator item

— ICA Session Details for All Sessions workspace
— Processes workspace

— Sessions workspace

Users Navigator item

— Users workspace

XA6 Event Log Navigator item
— XA6 Event Log workspace

Citrix License Server (CLS) subnode

Citrix License Server Navigator item
— Citrix License Server workspace
CLS Event Log Navigator item

- CLS Event Log workspace
Configuration Navigator item

— Configuration workspace

License Details Navigator item

— License Availability workspace

— License Details workspace

XenApp Farm (RFM) subnode

XenApp Farm Navigator item

— XenApp Farm workspace

— Performance Object Status workspace

— XenApp Applications Per Server workspace
Application Navigator item

— Application workspace

— XenApp Server Memeber List workspace
Farm Navigator item

— Farm workspace

Worker Group Navigator item

- Worker Group workspace

— Worker Group Details workspace

Zone Navigator item

— Zone workspace

— Zone Details workspace
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Workspace descriptions

Each workspace description provides information about the workspace such as the purpose and a list of
views in the workspace.

Workspaces are listed under Navigator items. When the agent has subnodes, the Navigator items are
listed under the subnode.

Citrix XenApp Navigator item

The workspace descriptions are organized by the Navigator item to which the workspaces are relevant.
Citrix XenApp workspace
This workspace contains a high-level overview of monitored XenApp servers and critical status
and availability information for each.

This workspace contains the following views:
Monitored XenApp Servers

This view contains a list of all the XenApp servers monitored by this agent.
XenApp Operational Status

This view contains key performance and availability metrics for the XenApp server.

Agent Status Navigator item

The workspace descriptions are organized by the Navigator item to which the workspaces are relevant.
Agent Status workspace
This workspace contains status and performance information for the XenApp monitoring agent.

This workspace contains the following views:
XenApp Agent Connection Status
This view shows the detailed connection status of the XenApp agent.
Performance Object Status
This view shows the detailed status of each attribute group in the XenApp agent.
Thread Pool
This view provides a summary of the thread pool status of the XenApp agent.
Take Action Status
This view contains status information about XenApp Take Action commands that were
initiated or completed.
XenApp Agent Output Log workspace
This workspace displays entries from the XenApp agent output log.

This workspace contains the following view:
Agent Output Log
This view shows a detailed list of the XenApp agent output log entries.

XenApp 5 subnode

The predefined workspace descriptions for the subnode are organized by the Navigator item to which the
workspaces are relevant.

XenApp 5 Navigator item

XenApp 5 workspace
This workspace contains a high-level overview of monitored XenApp servers and critical status
information for each.

This workspace contains the following views:
Sessions by Session State
This view contains an overview of Sessions by Session State.
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XenApp Related Windows Events
This view contains a list of the XenApp Windows related events that took place after the
agent was started.

Message Log
This view contains a list of the Message Logs.

XenApp Critical Service Status
This view contains the status of all the critical XenApp services.

Performance Object Enumeration workspace
This workspace contains details about the performance of each attribute group.

This workspace contains the following view:
Performance Object Enumeration
This view contains details about the performance of each attribute group.

Applications 5 Navigator item
Applications 5 workspace
This workspace contains various metrics for applications hosted on this XenApp server.

This workspace contains the following views:
Top 10 Applications by Instance Count
This view contains the top 10 applications by instance count.
Top 10 Applications by Load Level
This view contains the top 10 applications by load level.
Enabled/Disabled Application Counts
This view contains a breakdown of applications by their enabled or disabled status.
Application Category
This view contains a breakdown of applications by application category.
Application Details
This view contains various performance metrics and configuration details for applications
hosted on this XenApp server.

Licensing 5 Navigator item
Licensing 5 workspace
Information about the usage of the XenApp-specific licenses by the XenApp server.

This workspace contains the following views:
Citrix License Server Details
Details about the XenApp licenses.
License Metrics
License metrics for the XenApp server licenses.

Performance 5 Navigator item
Performance 5 workspace
This workspace contains various performance metrics for the XenApp server.

This workspace contains the following views:
WorkItem Queue Status
This view contains a bar graph displaying the status of various Workltem metrics.
XML Thread Status
This view contains a bar graph displaying XML thread status.
Application Resolution
This view contains application resolution metrics.
WorklItem Queue
This view contains a table displaying the status of various WorkItem metrics.
XML and Zone Elections
This view contains XML and zone elections metrics.
IMA Networking
This view contains IMA networking metrics.
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DataStore Details

This view contains Data Store details.
LocalHost Cache

This view contains local host cache metrics.
DynamicStore Details

This view contains DynamicStore details.

Server Overview 5 Navigator item

Server Overview 5 workspace
This workspace contains views that show various key metrics that provide health, status, and
availability information for the XenApp server.

This workspace contains the following views:
CPU Utilization
This view displays the processor utilization of the XenApp server.
Memory Utilization
This view displays the memory utilization of the XenApp server.
Total Session Count
This view shows the total session count for the XenApp server.
Session State Status
This view provides a breakdown of sessions by session state.
XenApp Operational Status
This view contains key performance and availability metrics for the XenApp server.
XenApp Server Configuration Details
This view contains configuration details for the XenApp server.
XenApp Key Ports
This view shows port listener and License Server details for the XenApp server.

Services 5 Navigator item
Services 5 workspace
This workspace provides status information for XenApp server-related NT services.

This workspace contains the following views:

Critical XenApp Services
This view contains a list of critical NT services minimally required for the XenApp server
to be considered healthy.

Other XenApp Services
This view contains a list of non-critical NT services that might be required to be up.

Sessions 5 Navigator item
ICA Session Details for All Sessions workspace
This workspace contains detailed metrics for each ICA session.

This workspace contains the following views:
Top 10 Sessions by ICA Latency
This view contains a bar graph displaying the top 10 sessions by ICA latency.
ICA Session Details
This view contains the detailed metrics by ICA sessions.
Processes workspace
This workspace contains details about all the processes running on the XenApp server.

This workspace contains the following view:
Process Details
This view contains details about each operating system process on the XenApp server.
Sessions 5 workspace
This workspace contains summarized session information.

This workspace contains the following views:
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Top 10 Sessions by CPU Load

This view contains the top 10 sessions by processor load.
Top 10 Sessions by Memory Usage (MB)

This view contains the top 10 sessions by memory usage.
Top 10 ICA sessions by ICA Latency

This view contains the top 10 ICA sessions by ICA latency.
Sessions by Session Type

This view contains the sessions by session type.
Session Details

This view contains the session details of all the sessions.

Users 5 Navigator item
Users 5 workspace
This workspace contains summarized user information.

This workspace contains the following views:
Top 10 Users by CPU Load
This view contains the top 10 users by processor load.
Top 10 Users by Memory Usage
This view contains the top 10 users by memory usage.
Top 10 Users by ICA Last Recorded Latency Avg.
This view contains the top 10 users by ICA last recorded latency average.
Top 10 Users by Idle Time
This view contains the top 10 users by idle time.
User Details
This view contains the details of individual user resource usage of the XenApp server as
well as performance metrics.

XA5 Event Log Navigator item

XA5 Event Log workspace
The Event Log workspace shows the details for the recent events logged by the application to the
Windows Event Log. By default, the agent only displays events that occur after the agent is
started. Events are removed from the Event Log view 1 hour after they occur.

This workspace contains the following view:
Event Log
Shows the recent Event Log entries for Citrix XenApp.

XenApp 6 subnode

The predefined workspace descriptions for the subnode are organized by the Navigator item to which the
workspaces are relevant.

XenApp 6 Navigator item

XenApp 6 workspace
This workspace contains a high-level overview of monitored XenApp servers and critical status
information for each.

This workspace contains the following views:
Sessions by Session State
This view contains an overview of Sessions by Session State.
XenApp Related Windows Events
This view contains a list of the XenApp Windows related events that took place after the
agent was started.
Message Log
This view contains a list of the Message Logs.
XenApp Critical Service Status
This view contains the status of all the critical XenApp services.
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Performance Object Enumeration workspace
This workspace contains details about the performance of each attribute group.

This workspace contains the following view:
Performance Object Enumeration
This view contains details about the performance of each attribute group.

Applications Navigator item
Applications workspace
This workspace contains various metrics for applications hosted on this XenApp server.

This workspace contains the following views:
Top 10 Applications by Instance Count
This view contains the top 10 applications by instance count.
Top 10 Applications by Load Level
This view contains the top 10 applications by load level.
Enabled/Disabled Application Counts
This view contains a breakdown of applications by their enabled or disabled status.
Application Category
This view contains a breakdown of applications by application category.
Application Details
This view contains various performance metrics and configuration details for applications
hosted on this XenApp server.

Licensing Navigator item
Licensing workspace
Information about the usage of the XenApp-specific licenses by the XenApp server.

This workspace contains the following views:
Citrix License Server Details
Details about the XenApp licenses.
License Metrics
License metrics for the XenApp server licenses.

Performance Navigator item
Performance workspace
This workspace contains various performance metrics for the XenApp server.

This workspace contains the following views:
WorkItem Queue Status
This view contains a bar graph displaying the status of various WorkItem metrics.
XML Thread Status
This view contains a bar graph displaying XML thread status.
Application Resolution
This view contains application resolution metrics.
WorkItem Queue
This view contains a table displaying the status of various Workltem metrics.
XML and Zone Elections
This view contains XML and zone elections metrics.
IMA Networking
This view contains IMA networking metrics.
DataStore Details
This view contains Data Store details.
LocalHost Cache
This view contains local host cache metrics.
DynamicStore Details
This view contains DynamicStore details.
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Server Overview Navigator item

Server Overview workspace
This workspace contains views that show various key metrics that provide health, status, and
availability information for the XenApp server.

This workspace contains the following views:
CPU Utilization
This view displays the processor utilization of the XenApp server.
Memory Utilization
This view displays the memory utilization of the XenApp server.
Total Session Count
This view shows the total session count for the XenApp server.
Session State Status
This view provides a breakdown of sessions by session state.
XenApp Operational Status
This view contains key performance and availability metrics for the XenApp server.
XenApp Server Configuration Details
This view contains configuration details for the XenApp server.
XenApp Key Ports
This view shows port listener and License Server details for the XenApp server.

Services Navigator item
Services workspace
This workspace provides status information for XenApp server-related NT services.

This workspace contains the following views:

Critical XenApp Services
This view contains a list of critical NT services minimally required for the XenApp server
to be considered healthy.

Other XenApp Services
This view contains a list of non-critical NT services that might be required to be up.

Sessions Navigator item
ICA Session Details for All Sessions workspace
This workspace contains detailed metrics for each ICA session.

This workspace contains the following views:
Top 10 Sessions by ICA Latency
This view contains a bar graph displaying the top 10 sessions by ICA latency.
ICA Session Details
This view contains the detailed metrics by ICA sessions.
Processes workspace
This workspace contains details about all the processes running on the XenApp server.

This workspace contains the following view:
Process Details
This view contains details about each operating system process on the XenApp server.
Sessions workspace
This workspace contains summarized session information.

This workspace contains the following views:
Top 10 Sessions by CPU Load

This view contains the top 10 sessions by processor load.
Top 10 Sessions by Memory Usage (MB)

This view contains the top 10 sessions by memory usage.
Top 10 ICA sessions by ICA Latency

This view contains the top 10 ICA sessions by ICA latency.
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Sessions by Session Type
This view contains the sessions by session type.
Session Details
This view contains the session details of all the sessions.

Users Navigator item
Users workspace
This workspace contains summarized user information.

This workspace contains the following views:
Top 10 Users by CPU Load
This view contains the top 10 users by processor load.
Top 10 Users by Memory Usage
This view contains the top 10 users by memory usage.
Top 10 Users by ICA Last Recorded Latency Avg.
This view contains the top 10 users by ICA last recorded latency average.
Top 10 Users by Idle Time
This view contains the top 10 users by idle time.
User Details
This view contains the details of individual user resource usage of the XenApp server as
well as performance metrics.

XA6 Event Log Navigator item

XA6 Event Log workspace
The Event Log workspace shows the details for the recent events logged by the application to the
Windows Event Log. By default, the agent only displays events that occur after the agent is
started. Events are removed from the Event Log view 1 hour after they occur.

This workspace contains the following view:
Event Log
Shows the recent Event Log entries for Citrix XenApp.

Citrix License Server subnode

The predefined workspace descriptions for the subnode are organized by the Navigator item to which the
workspaces are relevant.

Citrix License Server Navigator item
Citrix License Server workspace
This workspace contains a high-level overview of Citrix License Server.

This workspace contains the following views:
Expired Or Nearly Expired (within 30 days) Citrix Licenses

This view contains a list of expired or nearly expired Citrix Licenses.
Citrix License Server Related Windows Events

This view contains the Citrix License Server related Windows events.
Message Log

This view contains the Message logs.
CLS Service Status

This view contains the status of the CLS services.

CLS Event Log Navigator item

CLS Event Log workspace
The Event Log workspace shows the details for the recent events logged by the application to the
Windows Event Log. By default, the agent only displays events that occur after the agent is
started. Events are removed from the Event Log view 1 hour after they occur.

This workspace contains the following view:
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Event Log
Shows the recent Event Log entries for Citrix XenApp.

Configuration Navigator item
Configuration workspace
Detailed configuration information for the Citrix License Server.

This workspace contains the following views:
Citrix License Server Listener Ports

A detailed list of the listener ports for the Citrix License Server Processes.
License Server Primary Configuration

A detailed list of the configuration for the Citrix License Server.
License Server Daemon Configuration

A detailed list of the configuration for the Citrix License Server Daemon.
License Server Web Server Configuration

A detailed list of the configuration for the Citrix License Server Web Server.

License Details Navigator item
License Availability workspace
This workspace contains information about the Citrix License availability.

This workspace contains the following views:
License Availability

This view contains information about the pooled Citrix License availability.
License Availability(percent)

This view contains information about the Citrix License availability in percentage.

License Details workspace

Detailed information on the expiration and status of the environment's Citrix Licenses.

This workspace contains the following views:
Citrix License Expiration

A detailed list of the Citrix Licenses in the environment and their expiration.

Citrix License Usage
A detailed list of the usage of the Citrix Licenses in the environment.

XenApp Farm subnode

The predefined workspace descriptions for the subnode are organized by the Navigator item to which the

workspaces are relevant.

XenApp Farm Navigator item
XenApp Farm workspace
This workspace contains a high-level overview of monitored XenApp Farms.

This workspace contains the following views:
Farm Summary

This view contains the summary of the Farm monitored by the agent.
Additional Farm Summary

This view contains additional fields from the Farm Summary view.
Server Details

This view contains the details about the servers that are present in the Farm that is being

monitored by the agent.
Servers Percent Online
This view contains the percentage of servers that are online.
Servers Online
This view contains the number of servers that are online and offline.
Performance Object Status workspace
This workspace contains details about the performance of each attribute group.
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This workspace contains the following view:
Performance Object Enumeration
This view contains details about the performance of each attribute group.
XenApp Applications Per Server workspace
This workspace contains details about the Applications running per Server.

This workspace contains the following view:
XenApp Applications Per Server
This view contains details about the Applications running per Server.

Application Navigator item
Application workspace
An overview of the Applications that the Servers are running.

This workspace contains the following views:
Top 10 Applications by Server Load
A view of the Top 10 Applications by Server Load.
Top 10 Applications by Session Count
A view of the Top 10 Applications by Session Count.
Application Summary
A summary of Applications.
Additional Application summary
Additional Application summary.
XenApp Server Memeber List workspace
The list of XenApp servers that are sharing the Application.

This workspace contains the following view:
XenApp Server Memeber List
The list of XenApp servers that are sharing the Application.

Farm Navigator item
Farm workspace
This workspace contains details about the Farm.

This workspace contains the following views:
Servers Percent Online

The percent of Servers that are online/offline for the Farm.
Server Logons Percent Enabled

The percent of Server Logons enabled/disabled for the Farm.
Farm Summary

This view contains a summary of the farms that are being monitored.
Additional Farm Summary

This view contains additional attributes from the Farm Summary view.
Server Details

The details about the Servers that are part of the Farm.

Worker Group Navigator item
Worker Group workspace
This workspace contains details about the Worker Group.

This workspace contains the following views:
Servers Percent Online
The percent of Servers that are online/offline for the Worker Group.
Server Logons Percent Enabled
The percent of Server Logons enabled/disabled for the Worker Group.
Worker Group Summary
This view contains a summary of the worker groups that are being monitored.

24  IBM Tivoli Monitoring for Virtual Environments Agent for Citrix XenApp User's Guide



Additional Worker Group Summary
This view contains additional attributes from the Worker Group Summary.
Worker Group Details workspace
Detailed information about the XenApp servers that are members of the Worker Group.

This workspace contains the following view:
Worker Group Details

Detailed information about the XenApp servers that are members of the Worker Group.

Zone Navigator item
Zone workspace
This workspace contains details about the Zone.

This workspace contains the following views:
Servers Percent Online
The percent of Servers that are online/offline for the Zone.
Server Logons Percent Enabled
The percent of Server Logons enabled/disabled for the Zone.
Zone Summary
This view contains a summary of the zone summary that is being monitored.
Additional Zone Summary
This view contains additional attributes from the Zone Summary view.
Zone Details workspace
Detailed information about the XenApp servers that are members of the Zone.

This workspace contains the following view:
Zone Details
Detailed information about the XenApp servers that are members of the Zone.
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Chapter 4. Attributes reference

Attributes are the application properties that are being measured and reported by the IBM Tivoli
Monitoring for Virtual Environments Agent for Citrix XenApp.

About attributes

Attributes are organized into attribute groups. Attributes in an attribute group relate to a single object
such as an application, or to a single kind of data such as status information.

Attributes in a group can be used in queries, query-based views, situations, policy workflows, take action
definitions, and launch application definitions. Chart or table views and situations are two examples of
how attributes in a group can be used:

e Chart or table views

Attributes are displayed in chart and table views. The chart and table views use queries to specify
which attribute values to request from a monitoring agent. You use the Properties editor to apply filters
and set styles to define the content and appearance of a view based on an existing query.

* Situations

You use attributes to create situations that monitor the state of your operating system, database, or
application. A situation describes a condition you want to test. When you start a situation, the values
you assign to the situation attributes are compared with the values collected by the XenApp agent and
registers an event if the condition is met. You are alerted to events by indicator icons that are displayed
in the Navigator.

Additional information about attributes

For more information about using attributes and attribute groups, see the Tivoli Enterprise Portal User’s
Guide.

For a list of the attribute groups, a list of the attributes in each attribute group, and descriptions of the
attributes for this monitoring agent, see | Attribute groups for the monitoring agent”| and [ Attributes in|
leach attribute group” on page 32

Attribute groups for the monitoring agent

The XenApp agent contains the following attribute groups. The table name depends on the maximum
table name limits of the target database being used for the Tivoli Data Warehouse. If the maximum name
is 30 characters, any warehouse table name longer than 30 characters is shortened to 30 characters.

* Attribute group name: Citrix License Server License Details

— Table name: KXALICDETS

— Warehouse table name: KXA_CITRIX_LICENSE_SERVER_LICENSE_DETAILS or KXALICDETS
* Attribute group name: Citrix License Server node

— Table name: KXACLSDS

— Warehouse table name: KXA_CITRIX_LICENSE_SERVER_NODE or KXACLSDS
* Attribute group name: Citrix License Server Services Status

— Table name: KXACLSSS

— Warehouse table name: KXA_CITRIX_LICENSE_SERVER_SERVICES_STATUS or KXACLSSS
* Attribute group name: Citrix WMI Service Status

— Table name: KXAWMIFRM

© Copyright IBM Corp. 2010, 2013 27



— Warehouse table name: KXA_CITRIX_WMI SERVICE_STATUS or KXAWMIFRM
Attribute group name: CLS Event Log

— Table name: KXAELOGCLS

— Warehouse table name: KXA_CLS_EVENT LOG or KXAELOGCLS

Attribute group name: CLS Performance Object Status

— Table name: KXACLSPOS

— Warehouse table name: KXA_CLS_PERFORMANCE_OBJECT_STATUS or KXACLSPOS
Attribute group name: kxa dataprovider log

— Table name: KXAKXA6DAT

Attribute group name: kxa kxaagent log

— Table name: KXAXA62XAK

Attribute group name: Performance Object Status

— Table name: KXAPOBJST

— Warehouse table name: KXA_PERFORMANCE_OBJECT_STATUS or KXAPOBJST
Attribute group name: RFM Performance Object Status

— Table name: KXARFMPOS

— Warehouse table name: KXA_RFM_PERFORMANCE_OBJECT_STATUS or KXARFMPOS
Attribute group name: Server Configuration

— Table name: KXASRVCON

— Warehouse table name: KXA_SERVER_CONFIGURATION or KXASRVCON
Attribute group name: Take Action Status

— Table name: KXATACTST

— Warehouse table name: KXA_TAKE_ACTION_STATUS or KXATACTST

Attribute group name: Thread Pool Status

— Table name: KXATHPLST

— Warehouse table name: KXA_THREAD_POOL_STATUS or KXATHPLST
Attribute group name: XA5 Event Log

— Table name: KXAELOGXA5

— Warehouse table name: KXA_XA5_EVENT_LOG or KXAELOGXA5

Attribute group name: XA5 Performance Object Status

— Table name: KXAXA5POS

— Warehouse table name: KXA_XA5_PERFORMANCE_OBJECT_STATUS or KXAXA5POS
Attribute group name: XA6 Event Log

— Table name: KXAELOGXA6

— Warehouse table name: KXA_XA6_EVENT_LOG or KXAELOGXA®6

Attribute group name: XA6 Performance Object Status

— Table name: KXAXA6POS

— Warehouse table name: KXA_XA6_PERFORMANCE_OBJECT_STATUS or KXAXA6POS
Attribute group name: XenApp 5 nodes

— Table name: KXAXA5DS

— Warehouse table name: KXA_XENAPP_5_NODES or KXAXA5DS

Attribute group name: XenApp 6 nodes

— Table name: KXAXA6DS

— Warehouse table name: KXA_XENAPP_6_NODES or KXAXA6DS

Attribute group name: XenApp Agent Connection Info
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— Table name: KXAAGENCON

— Warehouse table name: KXA_XENAPP_AGENT_CONNECTION_INFO or KXAAGENCON
Attribute group name: XenApp Agent Output Log

— Table name: KXAOUTLOG

Attribute group name: XenApp Application Details

— Table name: KXAAPPDET

— Warehouse table name: KXA_XENAPP_APPLICATION_DETAILS or KXAAPPDET
Attribute group name: XenApp Application Details 5

— Table name: KXAAPPDES

— Warehouse table name: KXA_XENAPP_APPLICATION_DETAILS_5 or KXAAPPDES5
Attribute group name: XenApp Application Server Count Input

— Table name: KXAXENAPPC

— Warehouse table name: KXA_XENAPP_APPLICATION_SERVER_COUNT_INPUT or KXAXENAPPC

Attribute group name: XenApp Applications Summary

— Table name: KXAAPPSUM

— Warehouse table name: KXA_XENAPP_APPLICATIONS_SUMMARY or KXAAPPSUM
Attribute group name: XenApp Applications Summary 5

— Table name: KXAAPPSUS5

— Warehouse table name: KXA_XENAPP_APPLICATIONS_SUMMARY_5 or KXAAPPSU5
Attribute group name: XenApp Configuration

— Table name: KXACONFIG

— Warehouse table name: KXA_XENAPP_CONFIGURATION or KXACONFIG

Attribute group name: XenApp Configuration 5

— Table name: KXACONFI5

— Warehouse table name: KXA_XENAPP_CONFIGURATION_5 or KXACONFI5

Attribute group name: XenApp Critical Services Status

— Table name: KXANTSRV

— Warehouse table name: KXA_XENAPP_CRITICAL_SERVICES_STATUS or KXANTSRV
Attribute group name: XenApp Critical Services Status 5

— Table name: KXANTSR5

— Warehouse table name: KXA_XENAPP_CRITICAL_SERVICES_STATUS 5 or KXANTSR5
Attribute group name: XenApp Farm Application Details

— Table name: KXAAPPDETS

— Warehouse table name: KXA_XENAPP_FARM_APPLICATION_DETAILS or KXAAPPDETS
Attribute group name: XenApp Farm Application Summary

— Table name: KXAAPPSUMM

— Warehouse table name: KXA_XENAPP_FARM_APPLICATION_SUMMARY or KXAAPPSUMM
Attribute group name: XenApp Farm Farm Summary

— Table name: KXAFRMSUMM

— Warehouse table name: KXA_XENAPP_FARM_FARM _SUMMARY or KXAFRMSUMM
Attribute group name: XenApp Farm nodes

— Table name: KXAFRMDS

— Warehouse table name: KXA_XENAPP_FARM_NODES or KXAFRMDS

Attribute group name: XenApp Farm Server Details

— Table name: KXASRVDETS
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— Warehouse table name: KXA_XENAPP_FARM_SERVER_DETAILS or KXASRVDETS
Attribute group name: XenApp Farm Shared Application Summary
— Table name: KXAXENAPPO

— Warehouse table name: KXA_XENAPP_FARM_SHARED APPLICATION_SUMMARY or
KXAXENAPPO

Attribute group name: XenApp Farm Worker Group Details

— Table name: KXAWRKDETS

— Warehouse table name: KXA_XENAPP_FARM_WORKER_GROUP_DETAILS or KXAWRKDETS
Attribute group name: XenApp Farm Worker Group Summary

— Table name: KXAWGSUMM

— Warehouse table name: KXA_XENAPP_FARM_WORKER_GROUP_SUMMARY or KXAWGSUMM
Attribute group name: XenApp Farm Zone Summary

— Table name: KXAZONSUMM

— Warehouse table name: KXA_XENAPP_FARM_ZONE_SUMMARY or KXAZONSUMM
Attribute group name: XenApp ICA Session Details

— Table name: KXAICASESD

— Warehouse table name: KXA_XENAPP_ICA_SESSION_DETAILS or KXAICASESD
Attribute group name: XenApp ICA Session Details 5

— Table name: KXAICASES5

— Warehouse table name: KXA_XENAPP_ICA_SESSION_DETAILS_5 or KXAICASES5
Attribute group name: XenApp IMA Networking

— Table name: KXAIMANET

— Warehouse table name: KXA_XENAPP_IMA_NETWORKING or KXAIMANET
Attribute group name: XenApp IMA Networking 5

— Table name: KXAIMANES

— Warehouse table name: KXA_XENAPP_IMA_NETWORKING_5 or KXAIMANES
Attribute group name: XenApp License Details

— Table name: KXALICENSE

— Warehouse table name: KXA_XENAPP_LICENSE_DETAILS or KXALICENSE
Attribute group name: XenApp License Details 5

— Table name: KXALICENS5

— Warehouse table name: KXA_XENAPP_LICENSE_DETAILS 5 or KXALICENS5
Attribute group name: XenApp Metaframe

— Table name: KXAMETAFRA

— Warehouse table name: KXA_XENAPP_METAFRAME or KXAMETAFRA

Attribute group name: XenApp Metaframe 5

— Table name: KXAMETAFR5

— Warehouse table name: KXA_XENAPP_METAFRAME_5 or KXAMETAFR5

Attribute group name: XenApp Other Services Status

— Table name: KXANTSRVO

— Warehouse table name: KXA_XENAPP_OTHER_SERVICES STATUS or KXANTSRVO
Attribute group name: XenApp Other Services Status 5

— Table name: KXANTSRV5

— Warehouse table name: KXA_XENAPP_OTHER_SERVICES_STATUS_5 or KXANTSRV5
Attribute group name: XenApp Process Details
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— Table name: KXAPROCDET

— Warehouse table name: KXA_XENAPP_PROCESS_DETAILS or KXAPROCDET
Attribute group name: XenApp Process Details 5

— Table name: KXAPROCDE5

— Warehouse table name: KXA_XENAPP_PROCESS_DETAILS_5 or KXAPROCDES5
Attribute group name: XenApp Secure Ticket Authority

— Table name: KXASECUREQ

— Warehouse table name: KXA_XENAPP_SECURE_TICKET_AUTHORITY or KXASECUREO
Attribute group name: XenApp Secure Ticket Authority 5

— Table name: KXASECURES5

— Warehouse table name: KXA_XENAPP_SECURE_TICKET_AUTHORITY_5 or KXASECURES5
Attribute group name: XenApp Session Details

— Table name: KXASESSDET

— Warehouse table name: KXA_XENAPP_SESSION_DETAILS or KXASESSDET
Attribute group name: XenApp Session Details 5

— Table name: KXASESSDES

— Warehouse table name: KXA_XENAPP_SESSION_DETAILS 5 or KXASESSDE5
Attribute group name: XenApp Session Summary

— Table name: KXASESSSUM

— Warehouse table name: KXA_XENAPP_SESSION_SUMMARY or KXASESSSUM
Attribute group name: XenApp Session Summary 5

— Table name: KXASESSSUS

— Warehouse table name: KXA_XENAPP_SESSION_SUMMARY_5 or KXASESSSU5
Attribute group name: XenApp Status

— Table name: KXAXAPSTA

— Warehouse table name: KXA_XENAPP_STATUS or KXAXAPSTA

Attribute group name: XenApp Status 5

— Table name: KXAXAPST5

— Warehouse table name: KXA_XENAPP_STATUS_5 or KXAXAPST5

Attribute group name: XenApp User Details

— Table name: KXAUSERDET

— Warehouse table name: KXA_XENAPP_USER_DETAILS or KXAUSERDET
Attribute group name: XenApp User Details 5

— Table name: KXAUSERDES

— Warehouse table name: KXA_XENAPP_USER_DETAILS_5 or KXAUSERDES
Attribute group name: XenApp User Summary

— Table name: KXAUSERSUM

— Warehouse table name: KXA_XENAPP_USER_SUMMARY or KXAUSERSUM
Attribute group name: XenApp User Summary 5

— Table name: KXAUSERSU5

— Warehouse table name: KXA_XENAPP_USER_SUMMARY_5 or KXAUSERSU5
Attribute group name: XenApp Worker Groups

— Table name: KXAWORGRP

— Warehouse table name: KXA_XENAPP_WORKER_GROUPS or KXAWORGRP
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Attributes in each attribute group

Attributes in each XenApp agent attribute group collect data that the agent uses for monitoring.

The descriptions of the attribute groups contain the following information:

Historical group
Whether the attribute group is a historical type that you can roll off to a data warehouse.

Attribute descriptions
Information such as description, type, source, and warehouse name, as applicable, for each
attribute in the attribute group.

Some attributes are designated as key attributes. A key attribute is an attribute that is used in
warehouse aggregation to identify rows of data that represent the same object.

The Source information sometimes uses C programming code syntax for if-then-else clauses to
describe how an attribute is derived, for example:

(CPU_Pct <0 ) || (Memory Pct <0 )? 0 : 1

This example means that if the CPU_Pct attribute is less than 0 or if the Memory_Pct attribute is
less than 0, then the attribute is set to 0. Otherwise, the attribute is set to 1.

Citrix License Server License Details attribute group

Information about the Citrix license files that are installed on the Citrix License Server
Historical group
This attribute group is eligible for use with Tivoli Data Warehouse.
Attribute descriptions
The following list contains information about each attribute in the Citrix License Server License
Details attribute group:
Node attribute: This attribute is a key attribute.
Description
The managed system name of the agent.
Type
String
Source
The source for this attribute is the agent.
Warehouse name
NODE
Timestamp attribute
Description
The local time at the agent when the data was collected.

Type
String
Source
The source for this attribute is the agent.
Warehouse name
TIMESTAMP
Installed License Count attribute
Description
The number of licenses installed

Type
Integer (32-bit gauge) with enumerated values. The strings are displayed in the
Tivoli Enterprise Portal. The warehouse and queries return the values that are
shown in parentheses. The following values are defined:
* Value Exceeds Maximum (2147483647)
* Value Exceeds Minimum (-2147483648)
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Any other value is the value that is returned by the agent in the Tivoli Enterprise
Portal.
Warehouse name
INSTALLED_LICENSE_COUNT or COUNT
License Expiration Date attribute
Description
Expiration date of License

Type
Timestamp
Warehouse name
EXPIRATIONDATE or EXPIRATION
License Type attribute
Description
Type of License

Type
String
Warehouse name
LICENSETYPE or LICTYPE
Overdraft License Count attribute
Description
The number of Overdraft Licenses allowed

Type
Integer (32-bit gauge) with enumerated values. The strings are displayed in the
Tivoli Enterprise Portal. The warehouse and queries return the values that are
shown in parentheses. The following values are defined:
* Value Exceeds Maximum (2147483647)
* Value Exceeds Minimum (-2147483648)

Any other value is the value that is returned by the agent in the Tivoli Enterprise
Portal.
Warehouse name
OVERDRAFT_INSTALLED or OVERDRAFT
Citrix Product Code attribute: This attribute is a key attribute.
Description
Citrix Product Code

Type
String
Warehouse name
PLD
Citrix Product Name attribute
Description
Citrix Product Name

Type
String
Warehouse name
PRODUCT_NAME or PLDFULL
License Serial Number attribute
Description
Serial Number of the Citrix License

Type
String
Warehouse name
SERIALNUMBER or SERNUM
Citrix Subscription Advantage (SA) Date attribute
Description
Subscription Advantage provides access to the latest product version updates
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made available during a one-year membership term. These updates include major
changes to the product architecture and updates to the feature set of a
product.The Citrix Subscription Advantage date is the date when the one-year
membership will expire and will be up for renewal.

Type
Timestamp

Warehouse name
SUBSCRIPTIONDATE or SUBSCRIPTI

Total License Count attribute

Description
Overall number of licenses in license pool (Installed Licenses + Overdraft
Licenses)

Type

Integer (32-bit gauge) with enumerated values. The strings are displayed in the
Tivoli Enterprise Portal. The warehouse and queries return the values that are
shown in parentheses. The following values are defined:

* Value Exceeds Maximum (2147483647)

* Value Exceeds Minimum (-2147483648)

Any other value is the value that is returned by the agent in the Tivoli Enterprise
Portal.
Warehouse name
LICENSE_COUNT or LICENSE_CO
Flexlm Duplicate Grouping attribute
Description
FLEXIm duplicate grouping

Type
Integer (32-bit gauge) with enumerated values. The strings are displayed in the
Tivoli Enterprise Portal. The warehouse and queries return the values that are
shown in parentheses. The following values are defined:
* Value Exceeds Maximum (2147483647)
* Value Exceeds Minimum (-2147483648)
Any other value is the value that is returned by the agent in the Tivoli Enterprise
Portal.

Warehouse name
DUP_GROUP

Floating Licenses Permitted attribute

Description
FLEXIm mobile licensing

Type

Integer (32-bit gauge) with enumerated values. The strings are displayed in the
Tivoli Enterprise Portal. The warehouse and queries return the values that are
shown in parentheses. The following values are defined:

e True (-1)

» False (0)

Any other value is the value that is returned by the agent in the Tivoli Enterprise
Portal.
Warehouse name
FLOAT_OK
Host-based Licensing attribute
Description
FLEXIm host-based license

Type
Integer (32-bit gauge) with enumerated values. The strings are displayed in the
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Tivoli Enterprise Portal. The warehouse and queries return the values that are
shown in parentheses. The following values are defined:

* Value Exceeds Maximum (2147483647)

* Value Exceeds Minimum (-2147483648)

Any other value is the value that is returned by the agent in the Tivoli Enterprise
Portal.

Warehouse name

HOST_BASED

Pooled Licenses Used attribute

Description

Type

The number of pooled licenses that are in use.

Integer (32-bit gauge) with enumerated values. The strings are displayed in the
Tivoli Enterprise Portal. The warehouse and queries return the values that are
shown in parentheses. The following values are defined:

* Value Exceeds Maximum (2147483647)

* Value Exceeds Minimum (-2147483648)

Any other value is the value that is returned by the agent in the Tivoli Enterprise
Portal.

Warehouse name

LICENSES_IN_USE or LICENSES_I

Pooled Overdraft License Count attribute

Description

Type

The number of licenses overdraft for a license pool.

Integer (32-bit counter) with enumerated values. The strings are displayed in the
Tivoli Enterprise Portal. The warehouse and queries return the values that are
shown in parentheses. The following values are defined:

* Value Exceeds Maximum (2147483647)

* Value Exceeds Minimum (-2147483648)

Any other value is the value that is returned by the agent in the Tivoli Enterprise
Portal.

Warehouse name

POOL_OVERDRAFT or POOLOD

Pooled Licenses Available attribute

Description

Type

The number of pooled licenses that are available

Integer (32-bit gauge) with enumerated values. The strings are displayed in the
Tivoli Enterprise Portal. The warehouse and queries return the values that are
shown in parentheses. The following values are defined:

* Value Exceeds Maximum (2147483647)

* Value Exceeds Minimum (-2147483648)

Any other value is the value that is returned by the agent in the Tivoli Enterprise
Portal.

Warehouse name

POOLED_AVAILABLE or POOLEDAVAI

User-Based Licensing attribute

Description

Type

FLEXIm user-based license
Integer (32-bit gauge) with enumerated values. The strings are displayed in the
Tivoli Enterprise Portal. The warehouse and queries return the values that are

shown in parentheses. The following values are defined:

Chapter 4. Attributes reference 35



* Value Exceeds Maximum (2147483647)
* Value Exceeds Minimum (-2147483648)

Any other value is the value that is returned by the agent in the Tivoli Enterprise
Portal.
Warehouse name
USER_BASED
Percent Licenses Available attribute
Description
The percentage of licenses that is remaining

Type
Integer (32-bit gauge) with enumerated values. The strings are displayed in the
Tivoli Enterprise Portal. The warehouse and queries return the values that are
shown in parentheses. The following values are defined:
* Value Exceeds Maximum (2147483647)
* Value Exceeds Minimum (-2147483648)

Any other value is the value that is returned by the agent in the Tivoli Enterprise
Portal.
Warehouse name
LICENSE_PERCENT_AVAILABLE or LICENSES_0
Percent Licenses Used attribute
Description
The percentage of licenses that is used

Type
Integer (32-bit gauge) with enumerated values. The strings are displayed in the
Tivoli Enterprise Portal. The warehouse and queries return the values that are
shown in parentheses. The following values are defined:
* Value Exceeds Maximum (2147483647)
* Value Exceeds Minimum (-2147483648)

Any other value is the value that is returned by the agent in the Tivoli Enterprise
Portal.

Warehouse name
LICENSE_PERCENT_USED or LICENSES01

Citrix License Server node attribute group

This attribute group returns the Citrix License Server discovered by the agent.
Historical group
This attribute group is eligible for use with Tivoli Data Warehouse.
Attribute descriptions
The following list contains information about each attribute in the Citrix License Server node
attribute group:
Node attribute: This attribute is a key attribute.
Description
The managed system name of the agent.
Type
String
Source
The source for this attribute is the agent.
Warehouse name
NODE
Timestamp attribute
Description
The local time at the agent when the data was collected.

Type
String
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Source
The source for this attribute is the agent.
Warehouse name
TIMESTAMP
Subnode MSN attribute: This attribute is a key attribute.
Description
The Managed System Name of the subnode agent.

Type
String
Warehouse name
SUBNODE_MSN or SN_MSN
Subnode Affinity attribute
Description
The affinity for the subnode agent.

Type
String
Warehouse name
SUBNODE_AFFINITY or SN_AFFIN
Subnode Type attribute: This attribute is a key attribute.
Description
The Node Type of this subnode.

Type
String
Warehouse name
SUBNODE_TYPE or SN_TYPE
Subnode Resource Name attribute
Description
The Resource Name of the subnode agent.

Type
String
Warehouse name
SUBNODE_RESOURCE_NAME or SN_RES
Subnode Version attribute
Description
The Version of the subnode agent.

Type
String
Warehouse name
SUBNODE_VERSION or SN_VER

Citrix License Server Services Status attribute group

This attribute group contains Windows availability information about Citrix License Server services.
Historical group
This attribute group is eligible for use with Tivoli Data Warehouse.
Attribute descriptions
The following list contains information about each attribute in the Citrix License Server Services
Status attribute group:
Node attribute: This attribute is a key attribute.
Description
The managed system name of the agent.
Type
String
Source
The source for this attribute is the agent.
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Warehouse name
NODE
Timestamp attribute
Description
The local time at the agent when the data was collected.

Type
String
Source
The source for this attribute is the agent.
Warehouse name
TIMESTAMP
Server attribute: This attribute is a key attribute.
Description
The name of the XenApp server.

Type
String
Warehouse name
SERVER
Farm attribute
Description
The name of the farm where the XenApp server is located.
Type
String
Warehouse name
FARM
Zone attribute
Description
The name of the zone where the XenApp server is located.
Type
String
Warehouse name
ZONE
Status attribute
Description
Indicates whether the Windows NT service is Up or Down
Type
String
Warehouse name
STATUS
Name attribute: This attribute is a key attribute.
Description
The name of the Windows NT service
Type
String
Warehouse name
NAME
Display Name attribute
Description
Full name of the XenApp Windows NT service

Type
String
Warehouse name
DISPLAYNAME or DISPNAM
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Citrix WMI Service Status attribute group

Attribute group to check the status of the Citrix WMI service.
Historical group
This attribute group is eligible for use with Tivoli Data Warehouse.
Attribute descriptions
The following list contains information about each attribute in the Citrix WMI Service Status
attribute group:
Node attribute: This attribute is a key attribute.
Description
The managed system name of the agent.
Type
String
Source
The source for this attribute is the agent.
Warehouse name
NODE
Timestamp attribute
Description
The local time at the agent when the data was collected.

Type
String

Source
The source for this attribute is the agent.

Warehouse name
TIMESTAMP

AlternateCachingMethod attribute

Description
Attribute AlternateCachingMethod from WMI Class MetaFrame_Farm in
namespace root\Citrix.

Type
Integer (32-bit gauge) with enumerated values. The strings are displayed in the
Tivoli Enterprise Portal. The warehouse and queries return the values that are
shown in parentheses. The following values are defined:
* TRUE (-1)
* FALSE (0)
Any other value is the value that is returned by the agent in the Tivoli Enterprise
Portal.

Source

The source for this attribute is WMI - root\ Citrix\
MetaFrame_FarmAlternateCachingMethod.
Warehouse name
ALTERNATECACHINGMETHOD or ALTERNATEC
DegradationBias attribute

Description
Attribute DegradationBias from WMI Class MetaFrame_Farm in namespace
root\ Citrix.

Type

Integer (32-bit gauge) with enumerated values. The strings are displayed in the
Tivoli Enterprise Portal. The warehouse and queries return the values that are
shown in parentheses. The following values are defined:

* Degrade color depth first (1)

* Degrade resolution first (0)

Any other value is the value that is returned by the agent in the Tivoli Enterprise
Portal.
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Source
The source for this attribute is WMI - root\ Citrix\
MetaFrame_FarmDegradationBias.

Warehouse name
DEGRADATIONBIAS or DEGRADATIO

DisableClientLocalTimeEstimation attribute

Description
Attribute DisableClientLocalTimeEstimation from WMI Class MetaFrame_Farm in
namespace root\Citrix.

Type
Integer (32-bit gauge) with enumerated values. The strings are displayed in the
Tivoli Enterprise Portal. The warehouse and queries return the values that are
shown in parentheses. The following values are defined:
* TRUE (-1)
* FALSE (0)
Any other value is the value that is returned by the agent in the Tivoli Enterprise
Portal.

Source

The source for this attribute is WMI - root\ Citrix\
MetaFrame_FarmDisableClientLocalTimeEstimation.

Warehouse name
DISABLECLIENTLOCALTIMEESTIMATION or DISABLECLI

DiscardRedundantGraphics attribute

Description
Attribute DiscardRedundantGraphics from WMI Class MetaFrame_Farm in
namespace root\Citrix.

Type
Integer (32-bit gauge) with enumerated values. The strings are displayed in the
Tivoli Enterprise Portal. The warehouse and queries return the values that are
shown in parentheses. The following values are defined:
* TRUE (-1)
* FALSE (0)
Any other value is the value that is returned by the agent in the Tivoli Enterprise
Portal.

Source

The source for this attribute is WMI - root\Citrix\
MetaFrame_FarmDiscardRedundantGraphics.

Warehouse name
DISCARDREDUNDANTGRAPHICS or DISCARDRED

EnableAutoClientReconnect attribute

Description
Attribute EnableAutoClientReconnect from WMI Class MetaFrame_Farm in
namespace root\Citrix.

Type
Integer (32-bit gauge) with enumerated values. The strings are displayed in the
Tivoli Enterprise Portal. The warehouse and queries return the values that are
shown in parentheses. The following values are defined:
* TRUE (-1)
* FALSE (0)
Any other value is the value that is returned by the agent in the Tivoli Enterprise
Portal.

Source

The sourc